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Abstract: Based on open source Snort platform, the packet block mechanism in IPv6 network was discussed. The
behavior using IPv6 packet fragment to attack network was studied. Against to the problems, such as too little for
IPv6 packet segment, overlapping section and so on, it put forward the corresponding countermeasures. The intrusion
detection system were designed and implemented for piecewise leak testing. The experiments show that the design of

intrusion detection system can detect the abnormal IPv6 packet, and Snort to support for IPv6 function was

improved and optimized.

Key words: IPv6 network security, intrusion detection system, extension header, segmented mechanism
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typedef struct _IP6Frag

{
uint8_t ip6f nxt; /* F—ANEER*/
uint8_t ip6f reserved; /* {fE8FB*/
uint16_t ip6f offlg, /* 43 BHRASE */
uint32_t ip6f ident; /* FRiR */

} IP6FTag;
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TE 5 AR AT RS 3 3 BT 962K void DecodelPv6
Options(int type, const uint8_t *pkt, uint32_t len, Packet *p)
e 3 B oy 2 A OG- BUR B packet *p Z5H P 7 A
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IP6Extension *ip6extension; /% ¥ @15 &
IP6HopByHop *ip6hopbyhop; /3% Bkt 35 i &5

IP6HopByHopSupPad *ip6hopbyhopsuppad; //H.A 48 K faf
PPy 7 SUAYIE N Y §

IP6Dest *ip6dest; // B Fy35 35 15 55 3

IP6Route *ip6route; /B i1 #B

IP6Route0 *ip6route0; //7 Nk i B 2 70 RO ) &7 &6
IP6Frag *ip6frag; /4 BE i #

IP6AH *ip6ah; //AHEHE

IP6ESP *ip6esp; //ESPE#S
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[P6Frag *ip6frag_hdr = (IP6Frag *)pkt; /%5 K IP6Fraght s\
p->ip6_frag_index = p->ip6_extension_count;

p->ip_frag_start = pkt + sizeof(IP6Frag); /48 1] 4" & 15 # i Bl ¥ 3+
p->frag_flag = 1; /kRiFE S B4

p->df = 0; /127 i 4 B il

p->1f = IP6F_RES(ip6frag_hdr); /{3 B {5

p->mf = IP6F_MF(ip6frag_hdr); /2845 B 543 Be L.

p->frag_offset = ((ntohs((ip6frag_hdr)->ip6f offlg) & O0xfff8) >> 3);
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enum {
IPv6_FRAG_NO_ALERT =0,
IPv6_FRAG_ALERT,
IPv6_FRAG_BAD_PKT,
IPv6_IS_NOT,
IPv6_TRUNCATED_EXT,
IPv6_TRUNCATED,

IPv6_NEXT
b
CheckIPv6Frag((char *) pkt, len, p)

f
I8

switch (next_header) {

case [IP_PROTO_FRAGMENT:

if (offset + sizeof(IP6Frag) > size) /4685 4 By S 2 78 H A 41 K
if('[P6F_MF (frag))/iill R 15 A S 2 1 43 B
if((p->pkth->ts.tv_sec - *(time_t *)hash_node->data) >
(time_t)Sclpv6FragTimeout()) /A&l 55—/ Be 2 A A st

eee }
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static inline void EventTinyFragments(Frag3Context *context)
{
if(!(context->frag3_alerts & FRAG3_DETECT_ANOMALIES))
SnortEventqAdd(GENERATOR_SPP_FRAG3, //4ix%% 355!
FRAG3_TINY_FRAGMENT, /%3 B isiddi5
1, /R A
0, /Misek
3, IR
FRAG3_TINY_FRAGMENT _STR, /#0458
NULL //HARE &
)
return;
f3stats.alerts++;
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static inline int checkTinyFragments(Frag3Context *f3context,Packet *p,
unsigned int trimmedLength){

if(p->mf)
if (f3context ->min_fragment_length)

if (p->ip_frag_len <= f3context ->min_fragment_le ngth)
{
DEBUG_WRAP(DebugMessage(DEBUG_FRAG,
"Frag3: Received fragment size(%d) is not more
than configured min_fragment_length (%d) \n",
p->ip_frag_len, f3context ->min_fra gment_length););
EventTinyFragments(f3context);
return 1;
}

return O;
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12/05-11:58:30.124495 [**] [1:100002:5] Snort Alert [1:100002:0] [**]
12/05-11:58:45.259208 [**] [123:3:1] frag3: Short fragment, possible DoS attemp
t [**]

12/05-11:58:45.259208 [**] [123:8:1] frag3: Fragmentation overlap [**]
12/05-11:58:45.259208 [**] [1:100002:5] Snort Alert [1:108002:0] [**]
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